Cisco VPN Client 4.x for Macintosh Installation Instructions

Table of Contents:

SYSIEM REGUITEIMIENTS. ...ttt ettt sttt sb e e e s e s e b sa e b e sb e e s e e he e e e e e s e s e sm e benbeebeeneene e e ens 2
IMPIEMENTALION NOLES...... .ottt sttt b et e e e e s b et e sbesbesbesneeseeneas 2
INSLAALION OPLIONS.......c.eiiieiecie et ee s e s te et e s ae e teesesreesseenseeaeessesnsesseesneensesneensens 2
[ e 0= 1 = (o) o 1SR 3
S = = e USSP 3
(@XTT= | O] 1o U =4 o o S 9
TeStiNG ThE CONNECTION: .....cciieiie e et e et e e s ae e e be e saeeeabeesbeeenseeabeesareenneeennes 15
D ES o0 101= w11 o USROS PTPRURTPRURORRSN 17
L= 01T r= R oo S 18
Additional DOCUMENEELION........ceeiiiriertietisiessieeeieie e et sre e s eseeeeseessesbessessessesseseessestessesbessessessesnens 18
VPN4xMacNUWCI nst.doc Page 1 of 18

1/30/04 Rev 1



System Requirements

The VPN Client for Mac OS X runs on any Power Macintosh or compatible computer with the
Macintosh operating system Versions 10.1.5 or later and 30 MB of hard disk space.

I mplementation Notes

DoN Security Policy requires that Public Key Infrastructure (PKI) keys be used for accessing the
NUWC Network. Dueto anerror in the Cisco VPN Client keys downloaded at NUWC will not
work. In order for NUWC keys to work, Macintosh Users will have to import their keys into
Netscape 4.79 for Windows with the Personal Security Module and then Export the keys in order for
themto work with the Cisco VPN Client. Client Support Services has a machine for this purposein
Building 112. If you would like to take advantage of this offering, please contact Client support
Services at 832-3815 to setup an appointment. Cisco expects to correct this problem in a future
release of their software, which as of January 2004 is slated for release in September of 2004

Client Support Services is not able to provide support home networks including hardware routers and
hardware/software firewalls. If you are having problems with the connection to NUWC, we may
have to ask you to disable your firewall, or to directly connect your PC to your cable or DSL modem
for trouble shooting purposes.

If you are behind a hardware firewall that supports IPSEC pass thru, please enable this option. If your
router does not support IPSEC Pass thru you need to open UDP Ports 500, 49 and 151 outbound for
the Cisco VPN Client to work

Domain Name resolution for NPRIS4RA S04 will resolve to different IP Addresses depending on the
network that your computer is on. Computers external to the NUWCnhet will resolve to 164.223.72.8.
Computers Internal to the NUWCnhet will resolve to 129.190.2.11.

DoN Security Policy requires that, “ no other Wireless or other LAN connection exits for the duration of
the session”. This means that all of your traffic will pass through the IPSec tunnel while activated
and will use the NUWC gateway to reach the Internet. Y ou will not be able to connect to any other
home network computers or network printers while your VPN session is connected. Local Printers
will function correctly.

DoN security policy doesrit allow saved passwords. Y ou must not choose remember password if that
option is provided.

It is normal to experience some additional latency when using this VPN due to the required security
measures such as I|PSec tunnel, 3DES encryption, and PKI certificate authentication.

I nstallation Options

There are 2 options for installation of the software.
1. Saving File Name from the download link and opening it.
HTTP://www.npt.nuwc.navy.mil/vpn/index.htm
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2. Opening File Name from the CD provided by Client Support Services
Determine your method of installation and download the file if appropriate.

Pre-Installation

Remove any existing IPSEC Clients. The Cisco Installation will remove existing Cisco Installations. 1f
you have any other IPSEC Clients installed, Please remove them before continuing.

Insure that you have PKI1 Keys available, which have been downloaded using Netscape 4.79 for
Windows with Personal Security Manager

I nstallation

From the internet:

Download Installation File from: http://www.npt.nuwc.navy.mil/vpn/index.htm

This will unstuff the file and place a Cisco VPN Client folder on your desktop.

Note: If the file does not unstuff automatically it will place the VPN4xMacNUWC.sit file
on the desktop. Double click this file to unstuff it to your desktop. Continue to: Setup.

Cisco VPN Client

VPN4XMacNUWC.sIt

From the CD:

VPN4XMacNUWC.sit Cisco VPN Client

Double Click the .sit file. A Cisco VPN Client Folder will be placed on your desktop. Double click the
folder.
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866 [ 7 Cisco VPN Client =

cEEm M R @ A
Back View Computer Home Fawvorites Applications

nuwevpn.pef vpnclient—-darwin-
4.0.2.C.dmg

Double click thisfile:

CiscoVPNClient

Double Click thisfile:
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e e e __| CiscoVPNClient —
— 2 " —
fre=m M R W A
Back Wiew { Computer Home Favorites Applications
[llj,:-;'T [llj,'_-;-j
Cisco VPN Client.mpkg Profiles Resources
Double Click thisfile:
= Irsiall Cisco PR Clinn
Authorizatian

Youw need an Administirator password to
install the software.

W Click the lock 1o maks chardgss

|

Click Lock to input Admin Password:

Authenticate

You need an administrator name and password
or phrase to make changes in Installer.

MName: €55 Administrator

’ Cancel \ E-H
\

\

Type in the Admin name and password associated with your system. Select: OK
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Select Continue;

Select Continu

Select: Agree

Blintroduction

"
T

#Sintroduction
BilLicense

s lelT Thes

Install Cisco PN Client
Welcome to the Cisca YPH Client Installar
This softwars requings Mac 06 X version 10,1 5 or greatern,
o cheick yur vetion

Cilick o the spple can in e e b,
hen sales About this Mac'

! Continuse _"

“inatall Cisco VPN Clent

Software License Agreement
| CLENT SOFTWARE LICENSE AGREERMENT OF GISCO SYSTEMS. f_-\

THE SOF TWARE TO WHICH YOU ARE RECHIEST ING ACGESS 15
THE FROFEAT Y OF CISGO EYSTEMS. THE USE OF THIS
SOFTYVWARE 15 GOVERKWED BY THE TEAMS AND COMDITIONS OF |8
THE AGREEMERNT SET FORTH BELOW. BY CLICKING "YES™ O
THIG SCREEN, YO INCRCATE THAT YL AGREE TO BE BOUND BY
THE TERMS AND CONDITIONS OF THAT AGREEMENT

THEREFOME. PLEASE READ THE TERMS st CONDITIONS
CAMEFLLLY BEFORE CLECKIMNG O “YES®, IF YOU DO NOT AGREE
10 THE TERSEE ARD COMDITRONS OF THE AGREEMENT, CLICK
“MO® 0N THIS SCREEN, IM WHICH CASE YU WILL BE DEMIED
ACCESS TO THE SOFTWARE

Orarasnship of the Botiwans

1. The sodtware oordaned in the Cieoo Systames VPN Clian e
Saftware'), 10 which you are requesting aocess, 18 owned of lloerssd Dy
Cisog Sysiems and b profecied by United Siates copyright laws, less of
afhes nations, anddar irsernational treaties. b,

| Grarit ol License %1

£ Fhne. ) I save.. 3 " Go Back %  Continue

To continue installing the software, you must agree to the terms of
the software license agreement.

Click Agree to continue or click Disagree to cancel the installation.

,r Disagree LS 4 Agree

.
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e

Install Cisco VPN Client

Bintroduction

@License

& Select Destination
Installation Type

nstalling

Select a Destination

Select a destination volume to install the Cisco VPN Client

Mec Tosh 25 McTosh HD

McTosh HD 8.5
/_SGB 6.0GB 8.5GB

 fofark M
Co Back

Cantinue

Select the drive you wish to install to, then select com/

(the drive(s) you see will be specific to your configuration.)

e

Install Cisco WPN Client

@lintroduction

@Llicense

@5elect Destination

@Installation Type
nstalling

Sdlect: Install
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Easy Install

Click Install to perform a basic installation of this
software package.

F s
Customize

; { Gogack ) € Instll

™
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Select: Close

e

‘Install Cisco VPN Client

B Introduction
@ License
B Select Destination
@Installation Type
B Installing

Fimish Up

e

Install Software

Processing vpnclient-profiles

Writing files

Time Remaining: less than a minute

Install Cisco VPN Client

@Introduction
BLicense

@Select Destination
@ Installation Type
@ Installing

@Finish Up
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Install Software

The software was successfully installed
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Client Configuration

8086

[T Applications =]
=) =Tm) | . -
@ EE=m N N @ oA
Back Wiew Computer Home Favorites Applications
L
4 - Q@ =
iTunes Mail MNetscape Preview
QuickTime Player Sharlock Citrix Stickias
-
T == 1 i
i ey =
System Preferences TextEdit Utilities
[-:-:_:'— E _,i
Stuffit Lite 6.5.1 Morton AntiVirus MNorton Solutions
- |2 :
Vi L
Windows Media Player stuffit Standard 7.0.1 WPNClient =
//’.

Go to the Application Folder of the drive you installed the VPN Client to and select

VPN Client.

VPN Client - Version 4.0.2 (C)

-

Connect New

¢ Ciseo Sesteus

X

Delete

Import Modify

onnection Entries 1 Certificates | Log

Connection Entry

Transport

{

Mol cannacled.

Select: Connection Entry, then select Import.
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e = E -

L VPN Client |

Select connection entry to import

From: [ Cisco

T
6 Ul
i

cemigratio. .
_ Cisco VPN Client
Cisco VPN Client.sit
Cisco VPN Client2
Desktop (Mac OS 9)
DropScuff
NUWCV1.PCFE

Fusaiew i nEwd oef

{ gy
"

g [

i

T
[
i

WE

Acdld to Favorites

015d001.pd

VPM Client
=
- nuwecvpn.pcf ﬁ
vprglient-d....0.2.C.dmg
b=
2
»
a4
v
- -
Cancel Open
3

Browse to Cisco VPN Client Folder on the desktop and select nuwcvpn.pcf

! WPM Client | Select connection entry to import

From: [ 2 Cisco

nuwcvpn.pcf

vpneclient-d

A 2. Cdmyg

Go to:

Add to Favorites

Select: Open
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VPN Client

4k

[main]

Description=VYFPHN for
NUWENPT remote access
Host=
npriSdras04. npt. nuwe. navy.
il

AuthType=3

GroupName=

GroupPuwd=

Kind: Document

Size: 4 %%
L L N

Cancel

Open

ol

ol
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P Cllant - Yarsian 4.0.2 (Ch

& .ﬁ E tﬁ M hsuSurr;;:-

Comeel ekl Goirie

[ Camnectan Eairees | Cietificiies | toa

Connectian [niry "_H:m Transpore
FEWT YR mor i 54 ran D4 nar v _nuncamll M SacUOR

NWPH Clisen

i) WPR comnection ® iUsery/cspadmin Desking /Clrn YN Clisnt nuwoepnpof™ way suscesshlly imporisd

2T}

Successful Import Select: OK

Importing PKI1 Keys:

$5653 VPN Client - Version 4.0.2 (C) =)
E’ﬁ @ £E @ m Cisco Svstems
Connect New Import Maodify Delete =
[Conneclion Entries }}gnificates | Log
Connection Entry VHnst Transport
nuwevpn npris4ras04.nptnuwc.navy.mil IPSec/UDP
K ¥ o)
|-'w| conngdlad. A

Select: Certificates then select Import
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VPN Client - Version 4.0.2 (C) | D]
=3 =l o= | Cisto SYSTEMS

1 VPN Clignt || Import Certificate

& =
£ l—_’f

Wiew]

% Import Path: - Browse
|| Certific i

Imipart Password:

Entering a new password (s oplional is recommended to password protect

identity certificates.

| New Password

Confirm Passwprd:

import %  Cancel |
= = = = e

Browse to location of PKI keysfile that has been exported from Netscape 4.79 for Windows with the
Personal Security Module

WPN Client - VWersion 4.0.2 (C) =

= =T (5] Cisco Svsteus
i R

Export Enroll Werify Delete

Connection Entries | Certificates | Log

Certificate Store v Key Size Walidity
"4

WPMN Client | Import Certificate

From: [#sTUPH

: D All Keys.pl2

| FINDER.DAT
FixMutoupder.exe

FixBlast.exe

| FixExzip.exe

FixMumu.exea

FixMumuB.exe

FixQhost.exe

FixSbhigF.exe Kind: Document

| FixSnher save = i 5
l - -

Go Lo

Add vo Favorites

Select: Open
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VPN Client - Wersion 4.0.2 (C) 3
= 7 Cisco SYSTEMS
= By SN

Export Enrcl|

Connection Entries \ Log

Certificate Store ¥ Key Size Walidity
)i i ifi D05 09:24:48
VPN Client | Import Certificate 05 09:24:48

Import Path: es/FLASHDISKISTURPHAII Keys.p12 Browse

Import Password: |* e

Entering & n rassword is opticnal. 1L is recommended to password protect
identity cert

Type your PKI password in al three fields. Select: Import

VERY IMPORTANT: The text in this window is midleading. It appears the two bottom fields are for a
new password. Thisis not the case. If you do not put a password in the bottom fields your PKI password
will become blank.

—

WPMN Client - Version 4.0.2 (C) -

o N Cisco SysTEMs
(=g ﬁ ?_,__!‘i
Export Enroll Verilfy Delete =

f = W
Connection Entries | Certificates | Leg

Certificate ' Store ¥ Key Size walidity
A - e
VPN Client | Import Certificate
A
N Impopr Berh fac /Rl ASHOISK S TUIEHAL Waus a1 2 f O =]

VPN Client

Import P

;@ Certificate successfully imported.

Entering & i,-LI
identity 4 |
OK

L4 Mew 7 |
N / A"

Confirrm Pl

Import Cancel

Successful Import. Select: OK
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S VPN Client - Version 4.0.2 (C) —
.@ ﬁ £ m Cisco SysTems
Connect Mew Import Mr{diﬁ.r Delete =

'/Conneczia Entries | Certificates | Log
Connection Entry / \ ¥ Host Transport
AUWCW pn nprisdrasid. npt.nuwc. navy.mil |PSec/UDP
{ / - =
A |
[w i | 4

Click on the Connection Entries Tab and Select Modify.

SES=ES WPMN Client — Version 4.0.2 (C) (:1
-, £ = @ m Cisco SYSTEMS |
= .,
Connect Mew Import Modify Delete = =

f Connection Entries "I Certificates | Log

Connectic
nuwowpn -

[EL Lais

pr

VPN Client | Properties for "nuwcvpn”

Connecticn Entry: NUWGWRN

Description: WPM for MUWCNPT remote access

Host: npriS4ras04 . npl.nuwc.navy.mil

P ———
S Authentication | Transport | Backup Servers

;: ? Group Authentication

MNol connecled, PETITRE
Password:

Confirm Password:

=¥ Certificate Authentication

Mame:  Anderson_John. C.0200208726 (Cisco)
/ ‘-_’{ Send CA Certificate Chain

= =
Erase User Password

Make sure your Certifi€ate is selected in Certifi Authorization Window and that the
Send CA CertificateChain is checked. Select: e
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Testing The Connection:

SR VPN Client - Version 4.0.2 (C) =
E'ﬁ ) £ m Cisco SrsTems
Connect MNew Import Modify Delete =

\ " Connection Entries | Certificates | Log
C?\nnectinn Entry ¥ Host Transport
UMWY pi npriddrasf4.npt.nuwc.navy.mil 1PSec /UDP
5 i EED
\
L necied P

Select: nuwcvpn, then select: Conn

% 6 i VPN Client = Version 4.0.2 (T} : ; =53
= : £ @ m Cisco Srstens |
|
Connect Mew Import Modify Delete
' Connection Entries Certificates '. Log
Connection Entry ¥ ' Host ‘Transport
NUWCVphn npriSdras0d.npLnuwc.navy.mil IPSec/UDP
VPN Client | VPN Certificate Authentication
Enteryour Certificate Password for "nowevpn®
OK Cancel
_ i
C  — ELT
|-‘w: connacles 4
/l/l v T = T &
Type PKI Password Select: OK
VPN4xMacNUWCInst.doc Page 15 of 18

1/30/04 Rev 1



& VPN Client - Version 4.0.2 (C)

@ m Cisco SYSTEMS

Cancel Connect New Modify Delete

¢ Cannection Entries” | Certificates | Log

Connection Entry ¥ Host Transport
AUWEY pn nprisd4ras0d. nprnuwc.navy.mil IPSec /UDP

VPN Client | User Authentication for "nuwcvpn”

Enter Username and Password.

Cisco SysTEMS Username. , andersonjc

a Passydrd:

Cancel

Aulhenticating |

Type in your NUWC user name and password then click OK

Q00 VPN Client - Version 4.0.2 (C) =

fﬁ e = @ ﬁ Cisco SYSTEMS

Disconnect New Impart Modify Delete
! Connection Entries | Certificates | Log

I Connection Entry v [ Host :Transpcrt
UMWY pn nprisd4ras04. npLnuwc. navy.mil IPSec/UDP

VPN Client | Banner

| NUWCDIVNPT VPN SERVER
By using this system you attest that

1. Your Anti-Virus software and definitions are current.
2. You are in compliance with all current DOD requirements for computer
use and remote access.
3. There is no wireless networking activity taking place.
| 4. You consent to monitoring of this system and any devices attached to
| the network your systemn is on.

For questions or problems, please contact Client Support Services at
| 401-832-3815, DSN 432-3815 Mon.- Fri. 07:00-17:00 EST

Disconnect

Select: Continue
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e S e

00 : VPN Client - Version 4.0.2 (C} . : £51
= €= @ M Cisco SysTens |
b I, ] Bl
Disconnect Mew Import Madify Dellelz

 Connection Entries | Certificates | Log

Connection Entry ¥ Host Transport
& nuwCypn nprisdras0d. npLnuwc.navy.mil IPSec/UDP
( R R
|C'.|'|'|-.-'. ted 1o "nuwevpn®, Cannecled Tima! O day(s), 00:00.18 E -

Y ou are now connected to the NUWC Network.

Disconnecting:
’ 5055 ! : ¥PN Client - ‘u’érsiﬂn 4.0.2 E.C} : ” ; T
Y €= @ M Cisco SysTens |
& B
Discennect New Import Modify Delete =
\ ! Connection Entries | Certificates f Log
\Cnnnectinn Entry ¥ Host Transport
& UWEY pn nprisd4ras0d. nptnuwe. navy.mil IPSec/UDP
L \ 1 14k
\
|E'.|'|'|-.-'. ted ta "|.|M\-.-:J'|'. Connecled Time! O day(s), 00:00.18 |E| P
. \
Select: Disconnect
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Technical Support

Y ou may obtain technical support by calling Client Support Services at (401) 832-3815, DSN 432-3815
or e-mail us at: CSSservices@npt.nuwc.navy.mil

Additional Documentation

The Cisco VPN Client 4.0 User Guide for Macintosh can be found at:
http://www.npt.nuwc.navy.mil/vpn/index.htm
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